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ABSTRACT

Thisarticledescribeshowamajorriskfactorinthedeploymentofpatienthealthrecordssystems
in thecloudis thesecurityandprivacyofdata.Hybridcloudsolutionshavebeenproposedthat
leverage the public and private cloud deployment to manage and alleviate accessibility, access
controlandprivacyconcerns.Thisarticlepresentsaprivacypreservingandsecurearchitecturefor
dataacquisition,storage,processingandsharing.Theproposedarchitectureiscomposedofapublic
cloud-basedservicesthatinteractwithalow-costcloudcomputingcluster(LoC4)asabackend.A
lightweightdatasecurityeco-systembasedonattributebasedencryptionisdevelopedtoprovide
securityforpubliccloud-baseddatastorage.Performanceofthedeploymentisevaluatedinareal-
timedeploymentenvironment.TheresultsshowthattheproposedABE-basedsystemis2.3times
fasterthanAES-basedforavarietyofsizesofdatablocks.Itisfurthernotedthatthelow-costand
affordabilityofLoC4platformoffersexcellentopportunitiesforacademicresearchincloudbased
healthinformatics.
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1. INTRodUCTIoN

Electronichealthrecord(EHR)andpersonalhealthrecord(PHR)systemsarewidelyavailableand
usedifferenttechnologiesandstandards(Bahga,2015;Sun,2013).Thevarietyandsizeofmedical
healthrecordsdatamakesitdifficultforresearcherstoaccuratelyandeasilyintegratedatafromvarious
sources.Duetothehighcostofbuildingandmaintainingspecializeddatacentersmanyhealthcare
providershavebeenoutsourcingPHRsystemstothirdpartcloudserviceproviderssuchasMicrosoft
HealthVault,GoogleHealth,GeneralElectric’sCentricityPatientOnline,eClinicalWorksandmany
more.Cloudcomputingprovidesstorageforlargescaledataonexternalserversallowingresearchers
anddeveloperstoeasilyaccessthedata(Fang,2016).Althoughthetechnologyisbeingusedinrecent
yearswithmanybenefitssuchasreducingthecostformaintainingserverswhereasimprovingthe
availabilityofthesystems,therehavebeenwidespreadprivacyconcernssincepersonalhealthcare
informationcanbeexposedtounauthorizedparties.

Duetothesensitivityofpersonalinformation,thecloudbasedPHRscouldpotentiallybecome
targetsofvariousmaliciousbehaviors.Furthermore,Guoet.al.in(Guo,2016)and(Abbas,2017)
describevarioussecurityissuesandthreatsincloudcomputingenvironment.In(AsijaR.,2016),
researchersdevelop a security awarepublic cloudbasedSaaSmodel for healthcare applications
embeddingXMLbasedmetadataforPHRs.Workspresentedin(ZhouJ,2015),(ZhouCao,2015)and
(Li,2013)haveproposedseveralcloud-basedsecuresystems,especiallycloud-basedPHRsystems
usingencryptionwherePHRdataisencryptedandstoredincloudbasedstorage.In(Man,2017),
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(Wang,2014)and(Zhou,2015)authorsdeducethatanypubliccloudbasedsecuritymodelmayhave
inherentthreatsoftrust,securityandprivacy.Theyhighlightthatthecomplexityofkeymanagement
inencryptedPHRsystemsincreasesfortheownersandusersresultinginQualityofServiceissues.
(Liu,2017)notethathybridcloudenvironmentintegratingthepublicandprivatecloudinfrastructure
isamoreapplicablesolutionforPHRsharing.

Inthispaper,wetakeinspirationfrom(Liu,2017)toinvestigaterequirementsforthedeployment
ofasecurehybridcloudenvironment foraPHRsystem.A two-tierhybridcloudarchitecture is
proposedaddressingsecurityandprivacypreservingmechanismsforinformationstorageandretrieval
inthecloud.AlightweightdatasecurityecosystemisdevelopedtoprovideAttributeBasedEncryption
(ABE) forpublic cloudbaseddata storage that enablesmultipleusers to sharedata.We further
introduceLoC4,anaffordableandlow-costcloudcomputingclusterforhealthinformaticsresearch
inuniversitiesandacademicinstitutions.TheproposedhybridcloudbasedPHRsystemisdeveloped
anddeployedusinganexperimentalsetupcouplingpublicandprivatecloudbasedimplementations.
Weconductseveralexperimentstoanalyzetheperformancecriteriaincludingcomputationefficiency,
storageandnetworkefficiency,taskcompletionrate,responsetimeetc.Furthermore,wecompare
theperformancetheproposedEncryptionschemeandcomparetheresponsetimefortaskexecution
forvarioussizesofdatablocks.ResultsshowthatLoC4providesanaffordablehybridcloudbased
backendsolutionforlowcost,energyefficientandsecuredeployment.

Thecontributionsofthispaperareinthefollowing:

• Requirementsofasecurehybridcloudenvironment foraPHRsystemarepresented.Based
onanextensiveinvestigation,athree-layeredarchitectureisproposedincluding:i)securedata
acquisition,ii)storageofPHRsinpubliccloudandiii)encryptionandprivacylayers;

• Atwo-tier,lightweightencryptioneco-systemisdevelopedencompassingpubliccloudservice
andprivatecloudbasedclusterdeployment;

• Design details and implementation of a LoC4 cluster using SBCs is provided. The Cluster
deploymentparametersareoptimizedforperformanceandenergyefficiency;

• Alightweightmiddlewareforcommunicationandinteractionbetweenpubliccloudserviceand
theLoC4Clusterisdeveloped.Thismiddlewareenablesrealtimeperformancemeasurement
oftheproposedsystem.

Theremainderofthispaperisorganizedasfollows:Section2providesdescriptionofrequirement
specifications forhybridcloudarchitecture forPHRsystems.Section3details the two-tier light
weighteco-system.Section4providesdesigndetailsfortheLoC4clusteraswellasperformance
specificvariablesfordeploymentofApacheHadooponthecluster.Performanceevaluationofthe
proposedsystemispresentedinsection5.Section6presentsrelatedworkswithconclusionsand
futureworkspresentedinsection7.

2. ReQUIReMeNTS SPeCIFICATIoNS FoR A CLoUd BASed PHR SySTeM

AhybridcloudbasedPHRsystemiscomposedofvarioussubsystemsinteractinginapublicand
privatecloudenvironment.Figure1showsvariouspartsofahybridclouddeploymentofaPHR
systemsforaHealthcareprovider(HCP).Datadeemedsecureandprivateiskeptinadatacenter
composedorvariousclusterswhereasunsecuredataordatawithnoprivacyconcernsiskeptfor
publicaccessinapubliccloud.Inthissection,weproviderequirementsspecificationsforasecure
hybridcloudbasedPHRsystem.
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2.1. Storage in Cloud Based PHR System
AcloudbasedPHRsystemneedstoaddresssecuredataacquisitionandstoragerequirementsbefore
furtherprocessingofdata.Figure2showsanarchitecturalmapofthethreelayersofdataflowina
PHRsystem.Inwhatfollows,wedescriberequirementsforthesedataflows.

Attheacquisitionstage,dataiscollectedusingvariousmechanismsfordataentry.Itcouldbeas
complexasaWirelessBodyAreaNetwork(WBAN)(Page,2014)(Page,2015)consistingofvarious
wirelesswearablesensorsforspecificmedicalapplicationssuchasbloodpressure,thermometeretc.
ThesesensorsanddevicescanconnecttoadatacollectiondeviceusingBluetooth,Zigbeeprotocols
orsimilarwirelesscommunicationmedium,andtransmittheinformationtoanintermediatecloudlet
forsynchronizingandprocessinginformation(Soyata,2016).Thisdatacouldbeacquired,storedon
thecloudletortransmittedondemandforaccessbytheHCPs.

Reliable,scalableandsecurestorageinthecloudisperhapsthemostimportantfunctionalityof
CloudbasedPHRsystems.StorageservicesbasedonpubliccloudssuchasMicrosoft’sAzurestorage
serviceandAmazon’sS3providecustomerswithscalableanddynamicstorage.Theseservicesallow
userstomovetheirdataintothecloudandavoidcostsofbuildingandmaintainingaprivatestorage
infrastructureusingpayasyougocostmodel.Thisoffersvariousbenefitssuchasavailability(i.e.,
beingabletoaccessdatafromanywhere)andreliability(i.e.,nothavingtoworryaboutbackups)
atarelativelylowcost.Consumerscantradeprivacyforconvenienceofsoftwareservices,however
enterprisesandgovernmentagenciesaremoreconcernedwiththepreservationofconfidentiality
andintegrityofdata.

2.2. data Privacy Requirements
TheHealthInsurancePortabilityandAccountabilityAct(HIPAA)(HIPAAUS,2006)statesthatdata
privacymustbeprotectedwithineverylayerofaPHRsystem.Herewedescribetherequirements
foreachlayerofthesystem:

Figure 1. A hybrid cloud environment for a PHR system at HCP
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1. Data acquisition Layer:TheacquisitionlayerinFigure2iscomposedofWirelessBodyArea
Network sensor devices. Typically, these devices have limited computational capacities and
operateonfinitebatterypower.Encryptionschemesusedtoprotectthecommunicationwithin
BANsensorsandBAN-tocloudletcommunicationsshouldnotbecomputationallyintensive.
(PageA.,2014)presentaprivacypreservingmechanismforsecureinformationexchangeusing
AdvancedEncryptionStandard(AES);

2. Data Storage Layer:Therecanbevariousstakeholdersinvolvedinstorage,retrievalandsharing
ofdata fromthesystem including,patient,doctor/nurse,emergencyunit staffetc.Allowing
CloudserviceproviderstomanagesensitiveinformationsuchasEHRcouldpotentiallyraise
securityissues.AnuntrustworthyCloudserviceprovidermayleakPHRtomedicalcompanies
forprofit.ItissuggestedtoencryptallthedataplacedintheCloud,however,thiscouldhave
aseverelynegativeaffectontheQualityofServiceasthevolumeofdatagrows.Furthermore,
thecostofencryptionalsoincreaseslinearlyintimeandspace.

AnotherissueistheQoSinsearchingandindexingofdata.Toenablesearchingoverthedata,
ausermusteitherstoreanindexlocally,ordownloadallthe(encrypted)data,decryptitandsearch
locally.Bothapproachesnegatethebenefitofcloudcomputingandarethereforepoorchoicefor
processingoflargescaledatathusincreasingtheoverheadofsecurityandvolumeofcommunications.

Conventional encryption techniques such as symmetric key encryption does not work as it
requiresbothpartiestouseasymmetrickey.AsymmetricencryptiontechniquessuchasIdentity
basedencryption(IBE)maywork,butitrequiresonepartytodecrypt,otherthanthisparty,noone
candecryptthedata.Itcanbesuitableinascenariowhenadatarecordissharedonlybetweentwo
parties, however formultiple actors suchasdoctors, nurses, insurance companies, patients, etc.,
managementbecomesanoverhead:

3. Data Processing, Analytics and Visualization Layer:Toprocessdata,itmustfirstbedecrypted.
Decryptionofthisdataintheintermediatestagerequirestrustedstorageinfrastructurepossibly
at the site of the HCP necessitating a private cloud infrastructure. After the data has been
processed,itneedstoberemovedfromtheintermediatestorage.Furthermore,thisencryption
anddecryptionofdataaddstooveralloverheadofcomputation,processingandvisualizationof
data.Efficiency,reliabilityandintegritymustbepreservedfordataprocessedinthesystem.

Figure 2. Architectural layout of cloud based PHR system requirements



International Journal of Cloud Applications and Computing
Volume 8 • Issue 2 • April-June 2018

31

Itisimperativethatinanenterpriseenvironment,manystakeholdersmayhaveaccesstovarious
kindsofdata.Doctors,patients,nurses,emergencyunitstaff,medicalinsurancepersonneletc.to
nameafew,requirestrictaccesscontrolmechanismsinplace.Furthermore,inWBANenvironment,
variousdevicescouldbeownedbyaconsumerorevensharedbyothers.Foranyefficientsolution,
itiscrucialtoaddresstheabove-mentionedissuesthoroughlyandeffectively.

3. SeCURe HyBRId CLoUd ARCHITeCTURe FoR PHR SySTeMS

Inthissection,wepresentthedesignandarchitectureforasecurehybridcloudbasedPHRsystem.
Theproposedarchitectureconsiderstherequirementsofdataacquisition,storageandanalysiswhile
preservingthedataprivacyrequirements.Wepresentahigh-levelarchitectureoftheproposedsystem
inFigure3whichincorporatesvariouscomponentsintopublicandprivatecloudtiers.Allservices
interacttogethertoprovidesecure,reliableandscalablesolution.

3.1. Public Cloud Service
Thepubliccloudserviceconsistsofvariouscomponents includingencrypteddatastorage,open
accessdatastorage,Healthanalyticsengine,AuditLogs,EnterpriseAccesscontrol listandKey
verificationmodulefordataintegrity.Weadoptattribute-basedencryption(ABE)asthecryptographic
primitivetoservethispurpose.ByusingABE,accesscontroldefinitionsexpresstheuserattributes
(meta-data)ordata(PHR)whichenableausertoselectivelysharetheirdatawithoutknowledgeof
theotherparty’sidentity.

Privacycriticaldatasuchaspersonalhealthrecordsneedtobesecuredonthepubliccloud,
whereasdatawithlowprivacyrequirementssuchasdatadictionariesetc.orintermediarydatasuch
asdatageneratedfromhealthanalyticsorvisualization,manynotrequirestringentsecuritymeasures.
Itisimportanttoclassifythesekindsofdatatoimprovetheefficiencyofthesystembyleveraging
theamountofcomputationsandtimeconsumedincommunication.Largevolumesofdatagenerated
attheDataacquisitionlayerneedstobestoredandsharedwithappropriateconsumerswithvalid
credentials.AccessControlparametersaredefinedtoidentifyappropriatelevelsofusersmapped
withdatainstorage.Thismechanismallowsstakeholderswithappropriatecredentialstoaccessand
sharedata.AccessControlparametersaredefinedintheprivatecloudserviceandareperiodically
updatedinthepublicservice.

Wedevelopacustomencryptionapproachthatisefficientandreliableandisdescribedfurther
inthissection.Auditlogsarestoredforalltransactionscarriedoutbyvariousconsumers.Theselogs
arebeneficialforforensicsindeterminingillegalbehavior.Thepubliccloudserviceisimplemented
inanopenaccesssystemanddeployedonapubliccloudserviceprovider.

3.2. Private Cloud Service
Theprivatecloudserviceessentiallyhostsaclusterofmachinesimplementingasmalldatacenter
atthepremisesoftheenterprise.Theinfrastructureissecuredintheenterpriselocalewithphysical,
dataandnetworksecuritymeasuresinplace.Thedatacenterhostslowcost,efficientandeco-friendly
LoC4cluster.ThemachinesintheLoC4clusterrunopensourceoperatingsystemsuchasLinux
withHadoopeco-systemdeploymentfordistributedtaskprocessingandmanagement.Accesscontrol
information for theenterprise is stored inHBaseandHivedatawarehousewhichareencrypted
usingcommonlyavailableencryptiontechniques.Additionalmodulesforencryptionkeygeneration
andverificationareimplementedintheprivatecloud.Thesearenecessaryforefficientandreliable
storageandsharingofdata.Communicationtakesplacethroughtheinterfacewhichimplements
alightweightcommunicationprotocolfordatatransmissionbetweenthepublicandprivatecloud
services.Section4detailsthedesignandimplementationoftheLoC4clusterwhichisdeployedusing
lowcostlowpowerSingleBoardComputers(SBCs).
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3.3. Security and Privacy
Hereweaddressthesecurityimplicationsandproposedsolutionsatthevariouslayersofdataina
PHRsystem.

3.3.1. Data Acquisition Layer
Dataacquisitiondevicesusuallyhavelimitedcapabilitiesforstorageorprocessinglargescalesof
data.This implies thatanyencryptionschemesusedforsecurity indataacquisitionmustnotbe
computationallyintensive.AnobvioussolutionistousetheZigbeeprotocolwhichisbasedonthe
AESencryptionschemeandcaneasilybeimplemented.Communicatingdevicesmustagreeona
secret-keybeforeusingAESencryptionbyusinggenerickeyexchangealgorithmsuchasDiffie-
Hellman(DH)(Diffie,2006).Irrespectiveofthekindofencryptionscheme,aconsumermustagree
on key(s) to encrypt/decrypt messages with a service provider. Advanced Encryption Standard
(AES)isoneofthemostwidelyusedsymmetrickeyencryptionalgorithmsandisacceptedasan
industryandagovernmentapplicationsstandard.AESisoptimizedforspeed,lowmemoryfootprint
andenergyefficiency.ItslowresourceintensityallowsAEStorunonawiderangeofhardware
platforms.Communicationofdevicescanbealsosecuredbyusingbiomedicalsignalsasnoticedin
(Venkatasubramanian,2010).

3.3.2. Secure Data Storage, Sharing and Processing
WeuseavariantofAttributebasedencryption(ABE)scheme.Attributessetisdefinedwhereeach
memberofthissetisgivenassociatedprivatekeyswhicharegeneratedbythirdparties.TheHCP
providesencryptionwithatoken,anyuserwithappropriateattributesetcandecryptthedataaslongas
itfulfilsthetoken.Thetokencanbegeneratedsuchthattheretrievalprocedurerevealsnothingabout
thefilesorthekeywords(meta-data)exceptthatthefilescontainakeywordincommon.Thislight
weighttechniqueaddressestheinefficiencyofdownloadinganentireencryptedblockandprocessing
onlyalimitedpartofit.Furthermore,thecouplingofaccesscontrolmechanisms(attributes)allows
reliablesharingofappropriatedatawithproperstakeholders.

Thedataisencryptedusinganaccesscontrolpolicybasedoncredentials.Onlytheuserwhose
credentialssatisfytheaccesspolicycanhaveaccesstothedata.Theattributescanbetheprofession
(e.g.,Doctor,Nurse)orthedepartment(e.g.,Cardiology,Emergency)oftheuser.Anaccesspolicy
canbedefinedasjointsanddisjointswithvariousattributessuchas:

Figure 3. High-level architecture
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(DoctorANDPediatrics)OR(NurseORIntensive-Care-Unit)

WhichgivesaccesstoaDoctorinPediatricsDepartmentoraNurseoranIntensive-Care-Unit
staffmember.

Wepresentapublisher/subscribermodelfortheencryptionanddecryptionofDataBlocks.Two
algorithmsaredefinedPushDataBlock(Algorithm1)andPullDataBlock(Algorithm2),thatcontrol
read/writeofdatablocksusingacombinationofkeyandaccesscontrolmetadata,inthepublic
cloudservice.Inthefollowingtext,wedescribetheworkingofthesetwoalgorithmstoenablesecure
datacommunicationandstorageofadatablockinthepubliccloudservice.

Algorithm1.PushDataBlock

input: DataBlock Bi
, SecretKey S

k
, AccessControlMetaData AC

MDi

output: Encrypted DataBlock EB
i

  for i = 1 to n - 1 do
     KeyGenerator(B

i
, S

k
, AC

MDi
)

     PushCloud(EB
i
)

  end  

Algorithm2.PullDataBlock

input: SecretKey Sk
, Keyword

output: Decrypted DataBlock DB
i

  for i = 1 to n - 1 do
     RequestToken(AC

MD
, S

k
, Keyword)

     AcquireToken(S
k
)

     PushToken(token, S
k
)

     PullDataBock(DB
i
)

     VerifyDataBlock(DB
i
)

 end
EachsubscriberisallocatedaKeySktofacilitateaccesstotheprivatecloudservice,thesekeys

aremanagedbytheadministratorsattheenterpriseandassignedtostakeholderswithappropriate
accesscontrolcredentials.

AssumingadatablockBiwasgenerated(dataacquiredfromWBANcloudlet,etc.)consisting
ofoneormanyrecords/filesandisreadytobeuploadedtothepubliccloudstorage,thepublisher
wouldcallthePushDataBlockwithanaccesscontrolmetadataACMDiforthisdatablockBi.

The KeyGenerator is responsible for properly indexing and encrypting the data block. KG
is responsible for encrypting various data blocks using access control information provided and
appendsmetadataforidentificationofdatablockssuchastimestamp,size,keywords,ownershipetc.
Itencryptsthedatablockinsuchawaythatgivenatoken,asubscribercanretrievepointerstothe
encryptedrecords/filesthatcontainakeyword.Withoutappropriatetoken,thedatablockwouldnotbe
decrypted.ThetokenscannotbegeneratedwithoutasecretkeySk.Itmustbenotedthattheretrieval
proceduredoesnotrevealanydetailswithinthedatablockexceptonlythesearchablekeywords.
OncetheKeyGeneratorhasencryptedtheDataBlockBi,PushCloud(Bi)iscalledtopushthedata
blocktothepubliccloudstorage.

Whenasubscriberintendstoaccessadatablockforprocessingorsharing,itneedstocallthe
PullDataBlockwiththesecretkeySk,andtheaccesscontrolmetadataACMD.RequestTokencallis
madeforasearchkeywordtermtotheprivatecloudservice.Basedontheaccesscontrolpolicy,
theAcquireToken(Sk,ACMD)generatesatokenwhichisthensenttothepubliccloudserviceusing
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thePushToken(token).Thepubliccloudserviceuses the tokentofindtheappropriateencrypted
documents.ThePullDataBlockcallreturnstheselecteddocumentsasdatablockstothesubscriber.
At any point and time, the subscriber can verify the integrity of the data blocks by calling the
VerifyDataBlockcall.

Figure4,showsthepublishersubscribermodelusedforencryptionofDataBlocks.Inthenext
sections,wepresentdetailsfordeploymentoftheproposedmodelonaLoC4cluster.

4. deSIGN oF LoC4 CLUSTeR

This section presents the architecture and configuration of the LoC4 cluster deployed in this
experimentalstudy.

4.1. Single Board Computers
Asingle-boardcomputer(SBC)isacompletecomputerbuiltonasinglecircuitboard(Baun,2016).
ASBCincorporatesmicroprocessor(s),memory,I/Oaswellashostofotherfeaturesrequiredbya
functionalcomputer.Awiderangeofprogramminglanguagesaresupportedbytheseplatforms.In
thiswork,weinvestigateuseofRaspberryPiModel3B(RPi,2017)aswellasHardKernelOdroid
Xu-4(Odroid,2017).AsummaryofvariousfeaturesofthesecomputerscanbeseeninTable1.

4.2. LoC4 Cluster deployment
This section presents the architecture and configuration of the LoC4 cluster deployed in this
experimentalstudy.

Figure 4. Publisher subscriber model for encryption of data blocks in the framework
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4.2.1. Design of the Cluster
TheLoC4clusteriscomposedof11SBCsofwhichfiveareRPiModel3Bcomputersinadditionto
sixOdroidXu-4computersinterconnectedwithpowersupplies,networkcables,storagemodules,
connectorsandcases.AlltheRaspberryPicomputersareequippedwith16GBClass-10SDcards
forprimarybootablestorage.TheOdroidXu-4devicesareequippedwith32GBeMMCv5.0modules.
TheOdroidXu-4sarehousedinacompactlayoutracksusingM2/M3spacers,nutsandscrews.The
RaspberryPi3B’sarehousedincasesandconnectedtotherestofthecluster.CurrentlyeachRaspberry
Picomputerisindividuallysuppliedby2.5Amppowersupply;eachOdroidXu-4computerissupplied
bya4.0Amppowersupplythatprovidesamplepowerforrunningeachnode.EachSBC’snetwork
interfacerelatestoaCat6eEthernetcablethroughtheRJ-45Ethernetconnector.AllEthernetcables
connecttoa16-portCiscoswitchwhichinturnisconnectedtotheuniversitynetworkequipment.
Thesizeoftheclustercanbeeasilyscaledbyintroducingacoreswitchthatconnectstothe16-port
switch.Additionalnodescanbeincludedinthenetworkconfigurationscalingthesizeofthecluster.

ForHadoopdeployment,oneoftheXu-4SBCisusedasthemasternodewhereastherestofthe
nodesserverasslaves’nodes.WecomparetheperformanceofXu-4subcluster(composedoffive
Xu-4nodes)withRPisubclusteralsocomposedoffiveRPi3Bnodes.Figure5showsthelayoutof
theLoC4cluster.ThepurchasecostforallequipmentfortheLoC4Clusterwas$1179.

4.2.2. Hadoop Deployment
ApacheHadoop(Hadoop,2014)isanopensourceframeworkthatprovidesdistributedprocessing
oflargeamountsofdatainadatacenter.Hadoopversion2.6.2wasinstalledduetoavailabilityof
YARNdaemonwhichimprovestheperformanceofthemap-reducejobsinthecluster.Tooptimize
theperformanceof theseClusters,yarn-site.xmlandMapred-site.xmlwereconfiguredwith512
MBofresourcesizeallocation.TheprimaryreasonforthissettingisthelimitedamountofRAM
availableintheRPiModel3B.TheRaspbianoperatingsystemaswellasthesharedGPUmemory
busconsumeover200MBorRAMoutofatotalof1GB.ThedefaultcontainersizeontheHadoop
DistributedFileSystem(HDFS)is128MB.EachSBCnodewasassignedastaticIPv4addressbased
ontheconfigurationandallslavenodeswereregisteredintheMasternode.Table2providesdetail
ofimportantconfigurationpropertiesfortheHadoopenvironment.

Table 1. Comparison of Raspberry Pi 3B and Hard Kernel Odroid computers

Raspberry Pi Model 3B Odroid XU-4

Processor(CPU) 1.2GHzQuadcore64-bitARM
Cortex-A53

SamsungExynos5OctaARMCortex-A15(@2.0
GHz)andCortex-A7(@1.3GHz)CPUs

GPU 400MHzVideoCoreIVmultimedia MaliT628OpenGL3.0

OnboardRAM 1GBLPDDR2-900SDRAM(at900MHz) 2GBLPDDR3at933MHz

Ethernet/Network 10/100MBEthernetRJ45Jack.Onboard
2.4GHzWi-Fi802.11nandBluetooth4.1

10/100/1000MBEthernetRJ45Jack

Storage MicroSDCard MicroSDCardandeMMC5.0flashstorage

Audio/Video MicroHDMI HDMI(standard)supports1080pvideo

PowerConsumption 2.0W(idle)
3.8W(underload)

2.5W(idle)
4.5W(underload)

USBPorts 4xUSB2.0ports 1xUSB2.0,2xUSB3.0

Released 2016 2015

Price(US$) 35$ 79$
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ForYARNResourcemanager,weallocatedupto4coreswhichmeansupto4containerscan
executepernode(onecontainerpercore).ThereplicationfactorforHDFSis2whichmeansonly
twocopiesofeachblockwouldbekeptonthefilesystem.TheLoC4Clusterwastestedextensively
forperformanceusingTeraSortbenchmark.

The LoC4 cluster was connected to the Internet using a static IP address for experimental
evaluationpresentedinthenextsections.

5. PeRFoRMANCe eVALUATIoN

Inthissection,wepresentaperformanceevaluationstudyoftheproposedHybridCloudbasedPHR
system.WefirstlookattheperformanceevaluationoftheLoC4clusterintermsofprocessingspeed,
storageread/writeandnetworking.Theobjectiveofthisstudyistohighlighttheintrinsiccapabilities
ofSBCsaswellastoshowcasetheperformanceoftheseSBCwhendeployedasacluster.Weuse
popularbenchmarkingtechniqueswidelyusedintheliteraturetohighlightthecapabilitiesofLoC4.
Second,wepresentperformanceintermsofResponsetimeforthePushDataBlockandPullDataBlock
algorithmspresentedinsection3.

5.1. evaluation of LoC4
5.1.1. CPU Execution Times
ThebenchmarksuiteSysbench1wasusedtomeasuretheCPUperformance.WeexecutetheSysbench
benchmark2,testingeachnumberuptovalue10,000,ifitisaprimenumber,fornnumberofthreads.
SinceeachcomputerhasaquadcoreprocessorwerunthesysbenchCPUtestfor1,2,4,8and16
threads.WemeasuretheperformanceforthisbenchmarktestforRaspberryPiModel2B,Odroid
Xu-4aswellasanInteli73.0GHz4thGenerationpersonalcomputer(forcomparisonpurposes).

Figure 5. The LoC4 cluster with 6 Xu4 (rack mounted) and 5 RPi 3B in cases
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TheCPUexecutiontimesscalewellwithincreasednumberofthreads.Sysbenchtestrunswithn
=2andn=4threadssignificantlyimprovestheexecutiontimesperformanceforallprocessorsby
50%.Withn=8andn=16threadsthetestresultsyieldsalmostsimilarexecutiontimeswithlittle
improvementinperformance.Table3showsresultsfortheSysbench.TheexecutiontimesforOdroid
Xu-4are6timesbetterascomparedtoRaspberryPiModel3B.Theincreasednumberofthreads
(largerthan8)doesnotprovidegaininperformanceofOdroidXu-4overRaspberryPi.Itisalso
notedthattheexecutiontimeforRaspberryPiisfurtherextendedwithlargern.

5.1.2. Storage Performance
Poorstorageread/writeperformancecanbeabottleneckinclusters.Comparedtoaservermachines,
anSBCishandicappedintermsofavailabilityoflimitedstorageoptions.Inourexperimentation,the
RaspberryPi’swereequippedwith16GBSanDiskClass10SDCards,whereastheXU-4devices
wereequippedwith32GBeMMCmemorycards.Bothmemorycardswereloadedwithbootable
Linuxdistributions.

FIO3wasusedforbenchmarkingofrandomreadandwritewithvariousblocksizes.Weconsider
thethroughputwith8threadseachworkingwithafileofsize512MBwithatotal4GBofdata.These
parametersweresetspecificallytoavoidbufferingandcachinginRAMissueswhichismanaged
bytheunderlyingoperatingsystemsthatcandistorttheresults;i.e.thedatasize(4GB)selectedis
largerthantheonboardRAMavailableonthesedevices.Table4showsthecomparisonofbuffered
andnon-bufferedrandomreadandwritefrombothdeviceswithblocksize8KB.Ascanbeseen
fromTable4,thereadthroughput(buffered)ofOdroidwitheMMCmemoryisatleasttwiceasfast
astheClass10SDCardontheRaspberryPiwhereasthenon-bufferedreadismorethanthreetimes
better.Similarly,forbufferedwriteoperations,OdroidXu-4witheMMCmodulethroughputismore
thantwicebetterwhencomparedtotheClass10SDCardinRaspberryPi.

Table 2. Hadoop configuration properties for LoC4 cluster

mapred-site.xml Properties Value

yarn.app.mapreduce.am.resource.mb 512

mapreduce.map.cpu.vcores 1

mapreduce.reduce.cpu.vcores 1

mapreduce.map.memory.mb 512

mapreduce.reduce.memory.mb 512

mapreduce.input.fileinputformat.split.minsize 8MB

YARN-site.xml Properties

yarn.nodemanager.resource.memory-mb 1024

yarn.nodemanager.resource.cpu-vcores 1

yarn.scheduler.minimum-allocation-mb 256

yarn.scheduler.maximum-allocation-mb 1024

yarn.scheduler.minimum-allocation-vcores 1

yarn.scheduler.maximum-allocation-vcores 4

yarn.nodemanager.vmem-pmem-ratio 2

hdfs-site.xml Properties

dfs.replication 2
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5.1.3. Network Performance
wasmeasuredusingtheiperf4v3.13withtheNetPIPE5benchmarkversion3.7.2.Throughvarious
setsofruns,iperfstatesthenetworkthroughputtobe82-88MbitspersecondfortheRPiaswellas
theXu-4SBCs.TheNPtcp,NetPIPEbenchmarkusingTCPprotocol,involvesrunningtransmitter
andreceiverontwonodesinthecluster.Inourexperimentation,weexecutedthereceiveronthe
LoC4masternode(Xu-4device)with1000KBasmaximumtransmissionbuffersizeforaperiod
of240milliseconds.ThetransmitterwasexecutedontheindividualSBCsonebyone.Ascanbe
seenfromFigure6,thenetworklatencyforbothdeviceswithsmallpayloadisalmostsimilar.As
thepayloadincreasesweobserveslightincreaseinnetworklatencybetweenbothsetsofdevices.
Ontheotherhand,weobserveaspikeinthroughputwithmessagesize1000bytes.Thisprovesthat
networklayercommunicationoverheaddominatestheoveralltransfertimeforsmallpayloads.For
largerpayloads,thecommunicationratecorrelateswithdatarateatthenetworklink,utilizationofthe
communicationmediumatthetimeorthetrafficatthenetworkswitch.Contrastingtheperformance
ofXu-4andRPiSBCswenotethevisibledifferenceinthroughputbetweenthetwo,whichisdue
tothepooroverallEthernetperformanceoftheRaspberryPi.

5.1.4. Hadoop TeraSort Benchmark
HadoopprovidesvariousbenchmarksforperformanceoftheHadoopcluster.TeraSortisusedinthis
studytoobservetheperformanceofLoC4clusterintermsoftaskexecutiontime.TeraSortcombines
testing theHDFSandMapReduce layersof aHadoopcluster and consists of threeMapReduce
programs,TeraGen,TeraSortandTeraValidate.TeraGenisusedtogeneratelargeamountsofdata
blocks,consequently,TeraGenisawriteintensiveI/Obenchmark.TeraSortgeneratessetofsample
keysbysamplingtheinputdatageneratedbyTeraGenbeforethejobissubmittedandwritesthelist
ofkeysintoHDFS.Theinputandoutputformat,whichareusedbyallthreeMapReduceprograms,
readsandwritesthetextfilesinthecorrectformat.TheTeraSortbenchmarkisCPUboundduring
themapphaseandI/Oboundduringthereducephase.TeraValidateverifiesthattheoutputofthe
TeraSortisgloballysorted.WerunTeraGen,andTeraSortonLoC4clusterwith400MB,800MB,
1,600MBand3,200MBdatasizes.

Weobservethejobexecutiontimeforeachrunforcomparisonandanalyzetheperformanceon
thecluster.SinceTeraGenisI/Ointensive,thewritespeedsofthememories/storageincorresponding

Table 3. The average CPU execution time for nodes with n threads

Table 4. Read and write throughput (KB/sec) for individual devices in the clusters using FIO

Read Throughput (KB/second) Write Throughput (KB/second)

Buffered Non-Buffered Buffered Non-Buffered

RaspberryPi3Bwith16GBClass10
SanDiskSDCard

3,688 2,341 1,318 1,267

OdroidXu-4with32GBeMMCv5.0
Module

9,197 6,883 3,220 2,519
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nodesintheclustersplaysamajorroleindegradingtheoveralljobcompletiontime.Theaverage
jobcompletiontimesforRPiandXu-4sub-clusterscanbeseeninFigure7.Thecompletiontime
forTeraGenonXu-4andRPiiscorrelatingforvariousdatasizeswithXu-4being3timesfaster
comparedtoRPi.WecomputetheexecutiontimeforTeraSort.Forallexperiments,weusethesame
numberofmapandreducetasksoneachcluster.TheTeraSortbenchmarkisCPUboundduringthe
mapphase,i.e.readinginputfilesandsortingtasksarecarriedoutwhereasitisI/Oboundduringthe
reducephase,i.e.writingoutputfilesintheHDFS.Weobservedthat33-40%ofjobcompletiontime
occurredinmapphasewhile49%ormoretimewasspendinginreducetasksoverallforthemajority
ofTeraSortjobsrunonthecluster.Weobservethatasthedatasizeincreasestheexecutiontimealso
increasesforRPi.Figure7alsoshowsthecomparisonoftheratioofexecutiontimedegradationsfor
RPiagainstXu-4sub-cluster.Forsmallerdatasizeof400MBtheXu-4is3timesfasterwhereasfor
largerdatasizeof3.2GB,theXu-4is3.4timesfaster.

5.2. evaluation of Hybrid Cloud Based PHR
Inthissection,weevaluatetheperformanceoftheHybridCloudbasedPHRsystempresentedin
section3,intwophases.First,wewriteaLinuxbasedscripttoencryptdatablocksofvarioussizes
usingAESandpushthesetoapubliccloudserviceandobserveresponsetime.Next,wecompare
theresponsetimewiththeABEbasedPushDataBlockencryptionalgorithmtodeterminethecostof
encryptionintermsofresponsetime.Second,wemeasureresponsetimeatthepubliccloudservice
byexecutingthesubscribemodules.Thedatablocksarepulledfromthecloudbasedonuserprovided
attributes.Forthisexperimentalstudy,xmlfilesofvarioussizesareusedtomimicdatablocks.Each
fileisassignedwithaccesscontrolinformationandusefulmeta-datasuchasfilename,keywords,etc.

5.2.1. Response Time for Publisher
Thepurposeofthissetofexperimentsistovalidatethefunctioningofallmodulesforpublisheraccess
intheHybridCloudbasedPHRSystem.AUbuntubasedvirtualmachineinstancewith4CPUcores,
2GBRAMand50GBstorageislaunchedinDreamHost.AstandaloneHadoop2.6.2installationis
initiatedonthisvirtualmachine.Varioussetsofxmlfilesaregeneratedwithdifferentsizesandare
pushedintoaHDFSdirectoryfromthemasternodeintheLoC4cluster.Thesefilesareencrypted
usingAdvancedEncryptionStandard(AES)with128-bitlengthkeys.Wemeasuretheresponsetime
intermsoftaskcompletiontime,atthemasternodeintheLoC4cluster.

Next,wewritealightweightmiddlewareusingbashscriptwhichisresponsibleforexecuting
thepublishercomponentsofthesystem.TheKeyGeneratorModuleiscalledtoencryptxmlfilesof
varioussizes(1.8MBto394MB)usingtheaccesscontrolparametersincludingupto40attributesand
metadataforfiles.Accesscontrolparametersweregeneratedforfourusers(Doctor,Nurse,Manager
andPatient).ThesefileswerethenpushedtothepubliccloudusingthePushDataBlock.Again,we

Figure 6. NetPIPE benchmark results for Xu4 and RPi devices considering latencies and bandwidth with data size in terms of 
bytes on the x-axis
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measuretheresponsetimeintermsoftaskcompletiontimeattheLoC4clustermasternode.Table
5showsthecomparisonofresponsetime(timetocompletion)ofbothsetsofexperiments.Results
showthattheproposedschemeusingABEisonaverage2.3timesfasterthantheAESbasedscheme
intermsofresponsetimefortaskcompletion.Figure8showstheresponsetimeforexecutionofthe
AESbasedtechniqueversustheproposedmechanism.Itmustbenotedhowever,astheDatablock
sizeincreasesthetaskcompletiontimeforbothalsoincreaselinearly.

5.2.2. Response Time for Subscriber
Theseexperimentsvalidatethesubscribermodulesoftheproposedsystem,namely,KeyGenerator,
PullDataBlock,RequestToken andAcquireToken.Bash script iswritten in theDreamHostbased
virtualmachinerequestingdatablocksbasedonaquery.Giventheaccesscontrolparametersand
thesearchkeywordsaspartofthequery,RequestTokensendsarequesttotheLoC4Cluster.The
LoC4AcquireTokenprovidesatokenwhichissenttothepubliccloudservice.Usingthistoken,
PullDataBlockdecryptstheblockthatcanbeaccessedbytheuseronthepubliccloud.

Ourresultsshowthatthesubscriberissuccessfullyimplementedwithreasonableresponsetimes.
ItmustbenotedduetothesettingsintheSBCbasedLoC4cluster,theminimumresponsetimefor

Figure 7. TeraGen and TeraSort execution time for LoC4 cluster

Figure 8. Response time for task execution of data blocks using AES and proposed schemes
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executingHadoopjobsisapproximately3seconds.Giventheseconditionstheresponsetimefor
smallerworkloadsi.e.lessthan50MBfortheproposedsystemiswithintwoseconds.Itisobserved,
asthesizeoftheDataBlocksincreases,thetimetocompletionalsoincreaseslinearly.

6. ReLATed woRKS

Inrecenttimes,manycloudserviceproviderssuchasGoogle,MicrosoftandAmazonhaveprovided
PHRservicesthroughthecloud.APHRinherentlysavesprivacydataofindividualswhichleads
totheneedforpreventionofthisdatafromunauthorizedaccess.Gouet.alin(Gou,2016)presenta
surveyonvarioussecurityissuesandchallengesincloudcomputingenvironment.

In (Asija, 2016), researchers develop a security aware public cloud based SaaS model for
healthcareapplicationsembeddingXMLbasedmetadataforPHRs.Workdetailedin(ZhouCao,
2015)presentsaprivacypreservingprotocolforcloudassistede-healthcaredatasharing.Authors
in(Li,2013)proposedacloud-basedPHRsystemsframeworkusingencryptionwherePHRdata
isencryptedandstoredincloudbasedstorage.(Qureshi,2014)provideacloudbasedframework
forbigdata applications inhealthcare.Theproposed framework leverages thebenefits of cloud
computingforaddressingmanyissuesintraditionalPHRsystems.Aproofofconceptisprovided
althoughnodetailsofimplementationordeploymentoftheframeworkareavailable.Basuet.alin
(Basu,2012)presentFusion,anexperimentalopen,cloud-basedplatformforlarge-scale,low-cost
deliveryofhealthcareapplications.Fusionaddresseduseofpatient-centricmanagementofelectronic
healthrecordsandfacilitatesthesecureandseamlesssharingofEHRsamongstakeholderswithina
healthcaresystem.(Peyton,2017)provideaHealthinformaticssystemdesignapproachtosupport
communitybasedcaredelivery.

Authors in (Wan, 2013) present a detailed study on cloud-enabled architecture and its
applications in pervasive healthcare systems. They provide a prototype implementation of the
proposedmobilehealthcaresystem.Wanget.al.in(Wang,2014)useacasestudyofmobile-cloud
based electrocardiographmonitoring and analysis anddevelop ahybridmobile-cloudprototype.
Theexperimentalresultsshowthattheproposedapproachcanenhancetheconventionalmobile-
basedmedicalmonitoring.(Alghabban,2017)developacloudbasedmobilehealthcareframework
fordyslexicstudents.Theproposedtoolwasusedasae-learningtooltoenhancestudentslearning
capabilities.Nepalet.alin(Nepal,2015)addresstherequirementsfordeployingsecurehybridclouds

Table 5. Response time for various publisher access tasks

DataBlock(s) Size in MB Response Time With AES 
in Milliseconds

Number of Attributes Response Time With 
PushDataBlock in 

Milliseconds

1.8 7098.2 20 4009.9

3.6 7211.9 20 4101.2

5.1 8633.6 20 4208.1

9.7 9221.1 20 4304.8

14.9 11013.9 20 4408.0

18.2 13009.8 40 4610.0

37.8 15291.3 40 5022.6

51.7 18050.2 40 6814.0

108.4 31167.0 40 11089.1

394.6 64985.2 40 28223.1
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forHealthcaredata.TheystressontheneedforencryptionofPHRinpubliccloudenvironmentsand
availabilityofsecuredevelopmentAPIs.

In(ManHoAu,2017)authorsdeduce thatanypubliccloudbasedsecuritymodelmayhave
inherentthreatsoftrust,securityandprivacy.Theyhighlightthatthecomplexityofkeymanagement
inencryptedPHRsystemsincreasesfortheownersandusersresultinginQualityofServiceissues.
(Zhou,2015)notethathybridcloudenvironmentintegratingthepublicandprivatecloudinfrastructure
isamoreapplicablesolutionforPHRsharing.(Liu,2017)presentaPHRaccesscontrolscheme
allowingaccesspoliciestobeembeddedintoPHRs.Theyconductsimulationsstudiestoverifythat
theproposedschemeissuitableformobile-cloudhealthcare.(Zhang,2017)provideaQualityof
ServiceperspectiveinCloudservicescomputingandprovideasystematicandpracticaloverviewof
QualityofServicepredictionincloudandservicecomputing.

MostexistingworkhasadoptedABE(Ostrovsky,2007)asthecryptographictooltoachieve
fine-grainedaccesscontrolincloud-basedPHRsystems.TheoriginalABEsystemsupportsonly
monotoneaccesspolicyanddependsonasingleprivatekeygenerator.However,muchworkhas
beendoneinenhancingtheABEscheme.(ManHoAu,2017)provideageneralframeworkforsecure
sharingofPHRdata.TheymodifytheABEschemetoencryptaccesscontrolinformationwhich
allowsstakeholderstoencryptanddecryptdatawithoutlosingprivacypreservingmechanisms.(Liu,
2018)presentamodifiedComparisonbasedEncryptiontechnique(CBE).Theproposedhierarchical
comparison-basedencryption(HCBE)schemeincorporatesanattributehierarchyintoCBE.The
proposedschemeencryptsaciphertextwithasmallnumberofgeneralizedattributesatahigherlevel
ratherthanmanyspecificattributesatalowerlevel,greatlyimprovingtheencryptionperformance.

Theworkpresentedinthispaperaddressestherequirementsfordeployingasecure,lowcost
lowpowerclusterforstorage/retrievalofpersonalhealthcarerecords.Weprovidearchitectureofa
hybridcloudbasedPHRsystemthatallowssecureaccessandsharingofPHRbasedonaccesscontrol
parameters.TheproposedsecuritymechanismisbasedonAttributebasedEncryptionscheme.Our
workisuniqueintermsofdeploymentofapowerefficientsystemusingalow-costcloudcomputing
cluster.

7. CoNCLUSIoN ANd FUTURe woRK

Inthiswork,wehavepresentedadesignandarchitectureofahybridcloudenvironmentforpersonal
healthrecordsmanagementusingalowcostlowpowerclusterbuiltusingtwokindsofSingleBoard
Computers. Details for requirements specifications for the proposed system were presented by
classifyingtherequirementsatthreelevelsofdatahandlinganddataprivacy:i)Dataacquisition,ii)
DatastorageinCloud,iii)DataProcessing,analyticsandvisualization.Basedontheserequirements,
alightweightarchitecturecouplingthepublicandprivatecloudimplementationswaspresented.
DetailedaspectsofencryptionmechanismsbasedonABEschemewerealsopresented.Alowlost
lowpowerHadoopclusterwasdeployedusingtwokindofsingleboardcomputers,RaspberryPi
3BandOdroidXu4.VariousexperimentswereconductedtoevaluatetheperformanceoftheLoC4
clusterforcomputationtime,storagemanagementandnetworkcommunications.Responsetimeand
taskexecutiontimewerecomputedforvarioussizesofdatasetstovalidatethesecuritymechanism
usingavirtualmachineintheproposedsystem.

ResultsfromthesestudiesshowthataSBCbasedLoC4clustercanbesuccessfullydeployed
inahybridcloudenvironment.AlthoughRPicomputersare50%cheaperthantheOdroidXu-4,the
OdroidcomputeroutperformRPicomputersinallaspectsofperformanceparameters.Xu-4performs
3.8timesfasterforTaskexecutiontimes,2.4timesfasterforbufferedreadandwrite,1.8timesfaster
fornetworkthroughputandatleast3timesfasterforHadoopbasedjobexecutions.WhileSBCbased
clustersareenergyefficientoverall,theoperationcosttoperformanceratiocanvarybasedonthe
workloadcomparedtoaPersonalComputer.Intermsofpowerefficiency,forsmallerworkloadsthe
Xu4clustereddevicesperforms1.7timesbettercomparedtoRPidevices.Basedontheseobservations,
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weconcludethatLoC4clusterisidealforahybridclouddeploymentwherelightweightapplications
canrunonthebackend.Forheavierworkloadapplication,suchasbigdataapplications,duetothe
inefficientcapabilitiesofthesedevicescomparedtohighendserver,theSBCbasedclustersmaynot
beaperformanceeffectivechoice.ItishoweverpossibletotweakHadoopconfigurationparameters
toadjustwithgivenresourcestoimprovetheoverallperformance.

Weprovideresponsetimeevaluationexperimentstovalidatetheproposedschemeforencryption
ofdatablocksbasedofABEscheme.ResultsfromtheimplementationofABEbasedhybridcloud
schemeshowonaveragea43%improvementcomparedtoAESbasedschemefordatablocksizes
of1.8MBto400MB.Theproposedencryptionschemeperforms2.3timesfastercomparedtoAES
basedscheme.ThecurrentimplementationislimitedtoxmlbaseddatafilesmimickingaPHRdata
record.WeintendtoextendtheproposedsystemtoincludeApacheHivebasedDatabaseontheback-
endLoC4clusterwithfurtherdeploymentofMySQLbasedimplementationinthevirtualmachine
runninginthepubliccloud.Wealsodidnotconsiderusingsecurecommunicationchannels.The
currentsystemreliesonnetworksocketsforlisteningandrespondingoverTCP/IPprotocol.Inthe
future,weintendtoincorporatesecureandreliablecommunicationsmechanismsintheproposed
system.WeintendtofurtherinvestigatetheeffectsofvariousQoSparametersonthecommunication
intheproposedsystem.
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